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Nudopmarmonnas 6€301aCHOCTD - OJIHA U3 BayKHBIX U aKTYaJJIbHBIX ITPOOJIEM COBPEMEHHOTO
obmectBa. HecmoTpst Ha TO, 9TO BO MHOTMX CTpaHaxX yzKe JaBHO MPUHSIT 3aKOH O IOCY/IapCTBEH-
HOIT Tafine, B ToMm uucse u B Poccuiickoit eyieparuu, mpobdsema ocraercs neperiennoil. Tak kak
oonbimacTBo CMU aBsitoTcst TOCYIaPCTBEHHBIMU, U, COOTBETCTBEHHO, TIOJKOHTPOJIbHBI BJIa-
CTSIM CTPaHbI, Ha TEPPUTOPUU KOTOPOI OHM padOTaIOT, BOSHUKAET JIMjIeMMa, CBOOOJIBI cjioBa. B
MPOTUBOCTOSTHUN HJICOJTOTHIECKUX B3IVIAIOB MexK 1y Poccueit m YKpanHoil pacTeT 3HaIMMOCTD
UHGMOPMAIIMOHHO-TICUXOJIOTTIECKOTO BO3/IEHCTBUS.

Nudopmannonnas Gesonacuocth (anri. information security) - mepsl, HampaBjieHHBIE HA
OorpaHUYeHre HeCAHKIIMOHUPOBAHHOIO JIOCTYIIA K MH(DOPMAIINHU, €€ NCKAXKEHUsI, M3MEHEHUsI, 3a-
vcy wian yaajaenus [1].

B ycnoBusx nndopmanmonHoit BoitHbl MexK 1y Poccueit ' YKpanHoii Bo3pactaer 3Ha9YUMOCTD
3aIUTBl COOCTBEHHOU WHMOPMAINU, a TaKKe MAHUIYJIANNS MacCaMU ITOCPEICTBOM CPEJICTB
MaccoBOI NHMOPMAIUN U KOMMYHUKAIIAH.

B cBs3u ¢ onacenuem yTeukn ceKpeTHo nudopMaI, IpuInHOil KOTOPO MOXKET CTAaTh KaK
KOHKPETHBIN 4YeJIOBEK, TaK U TeXHUYECKHe YCTPONCTBA, ObLIN paspadoTaHbl METObI 3aIUThI
nH(MOPMAITIH:

3aKOHOJIATEJIbHBIE MePhI (3aKOHBI 00 oxpaHe nH(MOPMAIINH);
orpaHryenue JIO0CTyla K nHdOpMaIyu (BbIada JOKYMEHTOB, yCTAHOBKA CUIHAJIU3AIN
U/ WJIN BUJICOHADJIIOJIEHsI, & TAKXKe BBEJICHNE MAapoJieil JIJis I0JIb30BaTeel );
mudpoBanue (KOJUPOBAHIE CJIOB C IIOMOIIBIO AJTOPUTMOB);
KOHTPOJIb JIOCTYIa K ammaparype (Bcs ammaparypa 3akpblTa M B MecTax JOCTyIa
K Heil K Hell yCTAaHOBJIEHBI JTATYNKH, KOTOPble cPadaTHIBAIOT IIPH SKCIIyaTallnd TEXHUIECKOTIO
cpescTra) [2].

Konnerniuu 3amuTel nHdDOpMAIUN B YCJIOBUIX UJIE0JIOTTIECKOTO KOH(MDJINKTA TECHO CBA3aHbI
C MaHUIIyJIAIeil macce.

[Iporiecc mpoTruBOOOPCTBA MJIEOJIOTHIT, HAIIPABJICHHBIN HA JIOCTHXKEHHUE TTOJIUTUIECKUX, IKO-
HOMWYECKNX, BOEHHBIX MJIN WHBIX IIeJIell, BKIOUaeT B celOs ps MaHUILYIAIMOHHBIX ITPUEMOB,
Cpef KOTOPBIX MOYKHO BBIJIETTUTD:

[PUHITAIT IEPBOOYEPETHOCTU (BOCHPUSITHE WHMOPMAIINT, KOTOpasi ObLIa IpeIozKeHa
IepBOii );
obpa3 Bpara (HCKyCCTBEHHOE CO3J[aHUE YIPO3bI: HAIVISIAHBIN IPUMED ¢ TOUKU 3PEHMUSI
Yxpaunsl - Pocenst kKak arpeccop);
HCIHOJIb30BaHKe JINJEPOB MHEHUI (JIUIa ¢ BHICOKMM COIUMAIBHBIM CTATYCOM, KOTODBIE,
COOTBETCTBEHHO, BBI3BIBAIOT JIOBEPUE Y ayAUTOPHH );
07100peHIe MHUMOTO OOJIBITHHCTBA (TIOCPEJICTBOM OIIPOCOB U MyO/IMKAIIUN PE3YILTaATOB
B lHTepHET-pecypcax Wil B HOBOCTHOM BHJICOCIOXKETE MOCPEJICTBOM OHJIAITH-OIPAITMBAHNA) 1
3 deKT NpUCyTCTBUS;
nrdopMalonHas 610kaa (HeJIO0CTYITHOCTh HH(MOPMAIINH );
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OJIHOCTOPOHHOCTB OCBEIEHUsT COOBITUI (BBITEKAET U3 MPE/IBIIYINEro IPUeMa MAHITY-
JISIIAN ).

Jlanuble IpueMbl HCIIOJIL3YIOTCH B pa3Hoii crenenu Bo Beex Bujax CMMU kak ¢ Ykpannckoii
CTOPOHBI, TAK U CO cTOpoHbl Poccun.

[Ipunanun nepBooUepeHOCTH HADIIOMACTCA TPAKTHIECKH B KaXKJIOH CTpaHe, rjae HU3KUil
ypoBeHb ¢B0OOOIbI cjioBa, Tak Kak CMU paboratoT Ha CBOIO CTpaHy U MPENOIHOCIT WH(MOpPMa-
IO ¢ ee ujeosiorneil. Takzke 9TOT (PaKTOP CBA3aH C OJJHOCTOPOHHOCTHIO MHEHUI W OCBEIEHUs
COOBITHUI, Ha KOTOPBIH BJIMIET OTCYTCTBHUE JIOCTYIa K WH(MOPMAIUU IPOTUBHONW CTOPOHHI.

[nymienue curnasia poccuiicKuxX CIIy THUKOBBIX KAHAJIOB HA TEPPUTOPHUU Y KPAMHBI HAYAJIOCH
erie B 2014 ¢ 11e/1610 MAHUITYJISIIANA MAacCaM, UMEHHO B UCIIOJIb30BAHUN IIpUEeMa IIEPBOOYEpPETHO-
CTH U OJIHOCTOPOHHOCTH OCBellenus coObiTuil. Ha ceropusamunmii jienb poccuiickue TeieKaHaJIbI
He BKJIIOYEHBI B CIIyTHUKOBOE BelllaHWe Y KPAWHBI.

C s7oit ke 1enpio 17 masg 2017 rojia TpaBUTEIBCTBO Y KPAUHbI OTPAHUIHIIO JIOCTYIT K 9KC-
wiyatamnun conuaibnoit ceru BKontakre Ha cBoeil TeppuTopuu, 9TO M3HAYAIHHO HTPHUBEIO K
HEJIOBOJIbCTBY JKUTEJEH, OHAKO, BTOPOTrO MaiijlaHa y/1aja0Ch M30€KaTh.

Jloxkublit Hakasi crpacreit u 3pdeKT nHOOPMAIIMOHHOTO MTYPMa HCIOJIB3YEeTCA METOJIOM
s derTa TpuCyTCTBUS, KaK MAHUITYIAIMOHHOTO IpHeMa, B WH(MOPMAIIMOHHOM BBIITYCKEe HOBO-
creit Tenekanaia ICTV. Beismmit onosraener; u3 JIHP »kanyercs na Biracts Pecrybsimku, tak
KaK OH OCTAJICS WHBAJIAJIOM U €My He BBIJIAIOT HUKAKUX JEHEeXKHBIX nocobuit: «Ha nencuio ne-
pelimu ne Mo2y, Nomomy 4mo mpydosas KHUNCKG ocmansact mam. Mwe ne daau cmamyca
yuacmuuka boesvix deticmeuti» [4]. OnHako, MBI He MOXKeM ObITh YBEPEHBI, 38 KOIO OH BOEBAJI,
TaK KaK HET HUKAKNX OTJININTE/IbHBIX IPU3HAKOB, a TAKKe, 9TO eMy JIeiCTBUTEIHbHO He BBIIAIOT
MaTePUATHHYIO TOMOIIb.

[IpoBeiennoe HayvIHOE UCC/IEIOBAHIE [TOKA3AJI0, YTO HH(MOPMAIMOHHAS O€30I1acHOCTD - T0-
HATHE OOIUPHOE, KOTOPOE MOXKET TECHO MEPEIICTAThC C MAHUITYJIAIeH 1 60PHOOH u1e0/ 10 -
YeCKUX MHEHWil, ec/Ii B CTpaHe HU3KMIl YPOBEHBb CBOOObI cjioBa. Vmeoiornst BOCHpUHIMAETCA
KaK MOIIHOE OPY2KUE B MOJMTUYIECKON 60pbOe MexK Ty crpanHamu. Vjaeosoruss YKpauHbl - cJia-
BSIHCKIIT HAIIM3M, B KOTOPOI IJIaBHBII Bpar - Poccus, u 1eib ee - 3axBar Teppuropuii. Bopnba
UJIE0JIOTMIECKIX MHEHUI BCeT ia HallpaBIeHa Ha IMepeTsaruBaHue OOJILIIEro Yucjia CTOPOHHIKOB,
KOTODPBIE BIIOC/IEJICTBUU CTAHOBSITCS COIO3HUKAMHU HJEOJIOTUU, IOCJIe Yero padoTaeT MPUHIUIL
«KOTr0 00JibIlie, TOT U TpaBy. OCHOBHBIE METObI MAHUITYIAIUNA Y KPAUHBI - THPOPMAITMOHHAS
0J10Ka 18, KOTOpas BBIXOJHUT 3a paMKH MH(MOPMAIMOHHON Oe301macHOCTH, 0Opa3 Bpara, ImpuMe-
neane B CMI «MHEMOTO GOJBIIMHCTBA» 3a CUYeT 30MOMPOBAHHBIX JIIOJEH, W Ha TJI0OATLHOM
YPOBHE - CTpPaH, KOTOPbIe TOJJIEPXKUBAIOT UJICOJOTHIO Y KPAUHbI, a TaKxKe MPUHITUI TIePBOOUe-
pearoctu. A co croponbl Poccuu OCHOBHOI MeTO, MAHUILYJIAIAN - WCIOJIH30BAHUE JIHJICPOB
MHeHmit, Takux kKak Baagumup Kucenes, Onbra CkabeeBa 1, HEIIOCPEICTBEHHO, CaM IPE3UICHT
crpanbl Biragumup [lyTumn.
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